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    税务部门信息安全体系是一个多层次、多因素、动态的过程，要求综合思考
和统一规划。同时还要注意监控系统内外环境的变化，很可能某一环节上的安全
缺陷就会对整个信息安全体系构成威胁。 
    论文首先介绍了国外税务部门信息化现状和世界主流的信息安全标准框架，
描述了我国税务部门信息化和信息安全发展历程，阐述我国税务部门信息化发展
的特点。 
    其次，通过现场评估工作得出税务部门面临的威胁、安全现状和安全需求。
其中，安全现状包括技术现状、管理现状和人员现状。安全需求包括技术安全需
求、管理安全需求和人员需求。 
    然后，通过使用模型来进行信息安全体系建设的设计。同时，严格按照设计
方法、流程和原则，总体设计和分步实施。 

























Information revolution is another great transformation after agricultural 
revolution and industrial revolution. It already has been exert profound impact on life 
and work style of humankind, even on the entire social structure. Information system 
of tax authorities is related to national security, economic lifeline and social stability. 
Its running has great influence on various sectors and people’s daily life. 
Information security system of tax authorities is multi-level, multi –factor and 
dynamic. It requires synthetic thinking and unified planning. The changes of internal 
and external environment should be monitored in the meantime because even a minor 
security flaw could pose great threat to the all information security system. 
Firstly, the dissertation introduces the current situation of information of tax 
authorities and mainstream standard framework of information security both home 
and aboard. It reviews the development of information and information security of tax 
security in our country and expounds on the characteristics of information 
development. 
Secondly, security threat, security status and security requirements are obtained 
through on-site evaluation. Security status entails technical status, management status 
and personnel status. Security requirements involve technical security requirements, 
management security requirements and personnel requirements. 
Thirdly, it focused on the designing of information security system with the help 
of models and overall design and step-by-step implementation is conducted strictly 
based on by design method, process and principle.  
And then, the design of information security system in conducted based on threat, 
security status, security needs and requirements of related tax departments. The 
information security system is set up in accordance with design principle of 
information security platform. The goal of information security system is business 
















Lastly, it concludes with the implement process of information security platform. 
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例如：英国曼彻斯特议会 IT系统于 2009 年 2 月因感染“飞客”蠕虫病毒而
中断，造成约 150 万英镑的损失。[2]黑客组织“匿名者”在互联网上发布声明，
计划于 2012 年 5 月 25 日对全球 46 家企业（包含中国石化、中国石油、国家电
网、中国银行和东风汽车 5家中国企业）发起分布式拒绝服务攻击。[3] 

















图 1.1 CNCERT/CC 接收非扫描类事件年度统计图（2003 年-2011 年） 








































































第一部分是管理实践规范，后来成为 ISO/IEC 17799:2005 标准的一部分，
主要供安全系统开发人员作为参考使用。第二部分是一整套规范，后来成为
ISO/IEC 27001:2005 标准的一部分。 














图 1.2 为美国信息保障技术框架图。 
 
 
图 1.2 美国信息保障技术框架 
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